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1
Decision/action requested

It is requested to approve a key issue for TR 33.870
2
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Rationale

Academic papers [1] and [2] analyse related attack scenarios in which an adversary can catch the SUPI.
The adversary achieves it by setting up a Man-in-the-Middle relay that allows the adversary to force the victim UE to use null cipher and null integrity algorithms. Once this is done, the adversary can see and inject control-plane messages. In such mode, the UE exposes its SUPI in plaintext if an identity_request message is sent.
This is a relevant issue for the Study on privacy of identifiers over radio access since 5G introduced the SUCI to prevent the leakage of the SUPI. In the current situation, an attacker can still manage to get the SUPI by carrying out such attacks. 
Thus, it is proposed to discuss [1][2] and study this proposed key issue. 

4
Detailed proposal

****Start of Change 1****

5.X

Key Issue: SUPI caching by installing null cipher and integrity algorithms
5.X.1 
Key Issue Details

In 5G, an adversary is still capable of catching the SUPI. The adversary achieves it by setting up a Man-in-the-Middle relay that allows the adversary to force the victim UE to use null cipher and null integrity. Once this is done, the adversary can see and inject control-plane messages. In such mode, the UE exposes its SUPI in plaintext if an identity_request message is sent. 

5.X.2 
Security Threats

An attacker capable of forcing a UE to disclose its SUPI will be able to monitor the presence of the UE, track the UE, analyze its behavior, etc. This SUPI privacy threat arises from the security vulnerabilities described in [Y][X].
The security vulnerability described in [Y] is as follows: an attacker deploys a MitM that relays the communication between the target UE and the legitimate network. When the target UE sends a registration request message to the MitM, it is altered to enforce Null Integrity/Encryption before the request is forwarded to the legitimate network. Upon authenticating the target UE through the malicious relays, the MitM can read and inject control plane messages in the AS layer. As such, when the MitM receives the AS security Mode Command message, it delivers it to the target UE. In return, the target UE sends as AS security Mode Complete message to the MitM. The MitM later discards it and sends instead an AS security Mode Failure message to the legitimate network. 

A similar vulnerability is described by [X] where the target UE is tricked into limited-service mode, hence forcing the UE to use null cipher/integrity algorithms. Due to the lack of integrity protection of AS security Mode Failure Message, the MitM intercepts the AS security Mode Complete and sends an AS security Mode Failure Message to the legitimate network.

In both scenarios in [X] and [Y], an attacker can install null cipher and integrity algorithms in a UE and force the UE to expose its SUPI. 

5.X.3
Potential Security Requirements

The 5G system should protect the SUPI privacy by preventing an attacker from forcing the UE to use null cipher and integrity algorithms.
****End of Change1****
****Start of Change 2****
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****Start of Change 3****
Annex A:
List of 3GPP identifiers.
The following table provides a non-exhaustive list of 3GPP identifiers and parameters transmitted over the air. These identities are provided for information only (e.g., inclusion neither suggests that the identity is in the scope of study nor that there is a privacy issue with that identity).
	No
	Name of 3GPP Identifier 
	Description
	Specified in 3GPP document

	1
	SUCI 


	SUbscription Concealed Identifier
	TS 23.003 [aa], TS 23.501 [bb]

	2
	S-NSSAI
	Single Network Slice Selection Assistance Information
	TS 23.003 [aa], TS 23.501 [bb]

	3
	5G-GUTI
	5G Globally Unique Temporary Identifier

5G-GUTI provides an unambiguous identification of the UE that does not reveal the UE or the user's permanent identity.

5G-GUTI has two main components:

-
one that identifies the AMF(s) which allocated the 5G-GUTI; and

-
one that uniquely identifies the UE within the AMF(s).
	TS 23.003 [aa]

	4
	CAG Identifier
	A Closed Access Group (CAG) within a PLMN is uniquely identified by a CAG-Identifier
	TS 23.003 [aa], TS 23.501 [bb]

	5
	C-RNTI
	Cell Radio Network Temporary Identifier

C-RNTI is a unique identifier dedicated to a particular UE and used for identifying RRC Connection and scheduling. C-RNTI can be reallocated when a UE accesses a new cell with the cell update procedure.
	TS 38.300 [cc], TS 38.321 [dd]

	6
	Establishment Cause
	RRC establishment cause value maps to an access identity. This value is sent in RRC Setup Request messages when establishing a connection.
	TS 24.501 [ee]

	7
	Resume Cause
	RRC resume cause value maps to an access identity. This value is sent in RRC Resume Request messages when resuming a suspended connection.
	TS 38.331 [ff]

	8
	SUPI
	Subscription Permanent Identifier
	TS 23.501[bb]

	
	
	
	


****End of Change 3****
